UBND TINH KIEN GIANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tu do - Hanh phic

S6: 2374STTTT-CBS Kién Giang, ngay 25thang 9 nam 2024
VIV canh bao chién dich tAn cong co
chu dich vao cac h¢ thong quan trong

Kinh gtri: , ‘ q
- Cac s0, ban, nganh cap tinh (Dang, chinh quyén, doan thé);
- Uy ban nhéan dan c4c huyén, thanh pho.

S& Thong tin va Truyén thong Kién Giang nhan duoc Cong vin sd
1778/CATTT-NCSC ngay 11/9/2024 ctia Cuc An toan thong tin - B Thong tin
va Truyén thong vé viéc canh bao chién dich tan cong mang c6 cha dich nham
vao cac hé thong thong tin quan trong.

Trong qué trinh gidm sat an toan théng tin trén khong gian mang, Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong
tin, B9 Thong tin va Truyén thong, da phat hién va ghi nhan thong tin lién quan
dén cac chién dich tin cong mang co6 chu dich sir dung cac ma doc phie tap, cac
k¥ thuat tan cong tinh vi de xam nhép vao hé thong thong tin ‘quan trong. Trung
tam NCSC da tién hanh tong hop va phan tich cac hanh vi tin cong dua ra céac
chi bao tin cong mang dé cac don vi co thé ra soat va phat hién sém cac nguy
co tin cong mang.

(Théng tin chi tiét xem tai phu luc kém theo)

Nham dam bao an toan thong tin cho c4c hé thng thong tin cia Quy Pon
vi, gop phan bao dam an toan cho khong gian mang Viét Nam. S¢ Thong tin va
Truyén thong Kién Giang khuyén nghi Quy Pon vi luu ¥ thuc hién mét sd noi
dung sau:

1. Kiém tra, ra soat hé thong thong tin dang sir dung c6 kha nang bi anh
hudng boi cac chién dich tan cong trén. Chi dong theo dbi cac thong tin lién
quan dén dén céac chién dich tan cong mang nham thuc hién ngan chan som,
tranh nguy co bi tan cong.

2. Tang cuong giam sat va san sang phuong an xur 1y khi phat hién c6 déu
hiéu bi khai thac, tin cong mang; dong thot thuong xuyén theo ddi kénh canh
bao cua cac co quan chirc nang va cac t chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

Trong trudng hop can thiét c6 thé lién hé dau mdi hd tro sau:

- Cuc An toan thong tin - B Thong tin va Truyén thong: Trung tim Giam
sat an toan khong gian mang qudc gia, dién thoai 02432091616, thu di¢n tu:
ncsc@ais.gov.vn.
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- Hoic Phong Chuyén d6i s6 - S& Thong tin va Truyén thong Kién Giang,
dién thoai: 0297.3921678.

Tran trong./ L
g / 14 <
Noi nhn: KT. GIAM DOC
- Nhu trén;
- Trung tm CNTT&TT (t/h);

- Luu: VT, CBS (ttnghi).




"PHU LUC '
THONG TIN CHI TIET VE CHIEN DICH TAN CONG
(Kém theo Cong vin sé ISTTTT-CBS ngay | 12024
ciia S¢ Théng tin va Truyén Thong Kién Giang)

1. Thong tin chi tiét cac chién dich tin cong

Trong thoi gian gan day, Trung tdm Giam sat an toan khong gian mang qudc
gia ghi nhan cac chlen dich tn cong nham vao cac to chirc va doanh nghiép véi
muc tiéu chinh 14 tAn cong mang, danh cip thong tin va pha hoai hé thong.

Mallox Ransomware, ndi 1én tir nam 2023 hoat dong dudi dang RaaS
(Ransomware as a Service), cho phép cac cudc tAn cong trén pham vi toan cau, dic
bi¢t tai Brazil, Viét Nam va Trung Quéc. Mallox lay nhiém qua viéc khai thac 16
hong phan mém va brute force trén may chit MS SQL hodc PostgreSQL, sau do
trién khai ma doc nhu Remcos RAT hodc bd tai .NET dé tai ma doc giai doan tiép
theo. Cac phién ban méi da toi wu hda ma hoa bang AES-256 va ECC, dong thoi
tranh ma hoa trén cac hé thong dung ngdn ngit ciia cac nude thudc khdi Lién X6
cll.

Nhom APT Lazarus dé phat tan ma doc thong qua phan mém hop video gia
mao tén FCCCall trong cac chién dich tan cong chuyén gia blockchain va du an
web game. Lazarus tiép cin muc tiéu qua cac nén tang tim kiém viéc lam nhu
LinkedIn va st dung Telegram dé trich xuét dir licu. M3 doc BeaverTail va
InvisibleFerret dugc st dung dé danh cap thong tin tir trinh duyét, vi tién 4o va timg
dung quan 1y mat khau, cling nhu cdu hinh AnyDesk truy cép tir xa. Ma ddc nay
con dugc nhiing vao cac du an Node.js trén GitHub, Gitlab dé An ma ddc va tranh
bi phat hién.

Nhom APT Stately Taurus (Mustang Panda) d3 khai thac 16 hong trén Visual
Studio Code, st dung tinh ning reverse shell dé thuc thi ma tir xa va tai xubng
payload doc hai. Nhom st dung OpenSSH dé chuyén file, quét mang bing
SharpNBTScan va nén dir liéu qua Listeners.bat trudc khi trich xuat 1én Dropbox.
Céc chuyén gia cling phat hién sy tham gia cia ma doc ShadowPad, goi y kha nang
hop tac giita hai nhom tan cong.

Cdc don vi ¢6 thé tdi xuéng cac ma I0C tai: https://alert.khonggianmang.vn/
Mot so IoC lién quan dén cac tan cong gan day:

Chién dich tin céong lién quan dén ma doc Mallox ransomware
0b772efb921de8f172f21125ddoe0ffy | 20621468330720aff39783dc656039

8a
6713f05a62914496eef512a93a611622 ggb60f8b505239d4CC0C92020dC474
3829a09bcal 20206883539eb33d55311 3762f98a55foeC19702f388fCOdb74e

16e708876c32ff56593ba00931e0fb6
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b1b42fa300d843c6deb98754caf0934 gl3ale907ef5a51f64a58bae9b508€6
6bd93817967cdb61e0d7951382390fa0 338b3a8d217960bd0b6bba42735d11
049434206c847649deceddf2d3fFLO31 32C7f6b6ddf6a01adb25457e9a3052
d32a3478aad766be96f0cdbdalf10091 ‘é"hhgers-iO%ZFQWEqusvsf%ZFap-
3%215.85.142%2FQWqudsvsf%2Fap. )

Nhom APT Lazarus sww dung trng dung Windows gia mao nén ting hop
video dé phat tan nhiéu chung ma doc

23.106.253[.]194 45.61.129[.]255 45.61.130][.]0
45.61.131[.]218 45.61.160][.]14 45.61.169[.]187
45.140.147[.]208 67.203.7[.]171 67.203.7[.]245
77.37.37[.]81 91.92.120[.]135 95.164.17[.]24
144.172.74].148 144.172.79[.]23 147.124.212[.189
147.124.213[.]11 147.124.213[.]29 147.124.212[.]146
147.124.214[.]129 147.124.214[.]131 147.124.214[.1237
167.88.36[.]13 167.88.168[.]152 167.88.168].]24
172.86.97[.]180 172.86.98[.]143 172.86.98[.]240
172.86.123[.]35 173.211.106[.]101 185.235.241[.]208
blocktestingto[.]Jcom de.ztec][.]store:8000 hxxp://freeconference].]io
hxxp://mirotalk][.]net hxxp://ipcheck[.]Jcloud | hxxp://regioncheck[.]net

Nhom APT Trung Quéc khai thac VSCode dé tin cong nham vao cdc to

chire tai Chau A

506fc87c8c96fefld2df24b0bad4c8116a9001ca5a7d7e9c01dc3940a664ach0

aa2c0del21ae738ced4727456d97434faff21fc69219e964ele2d2flcalbblch

8fdac78183ff18de0c07b10e8d787326691d7fb1f63b3383471312hb74918¢c39f

39ceb73bcfd1f674a9bh72a03476a9de997867353172c2bfedde981c5b3ad512a

0f11b6dd8ff972a2f8cb7798b1ala8cdl0afadcea201541c93ef0ab9b141c184

456e4dae82al2bcda0506a750eac93bf79cc056b8aad09ec74878c90fd67bd8f

bdadcd2842ed7bha8a21df7910a0acc15f8b0ca9d0b91bebb49f09a906ae217¢e6

216.83.40[.]84

185.132.125[.]72

2. Tai liéu tham khao

https://securelist.com/mallox-ransomware/113529/
https://www.group-ib.com/blog/apt-lazarus-python-scripts/
https://unit42.paloaltonetworks.com/stately-taurus-abuses-vscode-outheast-

asian-espionage/
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